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SPECIAL PROVISIONS INSERT

CONTRACT NO. IFB_ContractNo
104.19 — PORTABLE VARIABLE MESSAGE SIGNS (PVMS)
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CATEGORY 100 — PRELIMINARY

 TC "SPI - Section 104 – Maintenance of Traffic ~~ 104.19 – Portable Variable Message Signs (PVMS)" 
104.19 PORTABLE VARIABLE MESSAGE SIGNS (PVMS)



104.19.03 CONSTRUCTION.



104.19.03.01 Equipment.



PVMS UNIT.

Sign Controller.
179
DELETE:  (j) in its entirety.



INSERT:  The following.

(j)
Contained in a secure weatherproof cabinet located on the controller housing and insulated to protect against excessive vibration, temperature or tampering.
(1)
Equipped with a lockable door latch and an interior cabinet dome light.
(2)
Provided with a keyboard storage location inside the cabinet.
(3)
Security locks shall include those installed by the manufacturer and an additional hardened hasp/lock combination with a user changeable combination.  This hasp/lock setup shall be installed in a manner to maximize its effectiveness in stopping unauthorized access to the sign controls.  For control box surfaces not compatible with the hasp/lock setup, other supplemental high security locking devices may be approved by the Engineer.
Security.
(a) Lock all trailer control cabinets when not attended by Administration employee or contractors, whether being stored, in transport, or deployed and activated.
(b) Do not store or maintain any passwords on the PVMS.
(c) Remove any password attached or inscribed on the PVMS trailer or equipment. 
(d) Change the password when it is no long secure or every six months.
(e) Some older model PVMS may not have a changeable password, so extra measures shall be taken to hide the password.
(f) Do not leave Owner/Instruction manuals in the trailer control cabinets.  Manuals should be copied and made available to the personnel responsible for deploying the PVMS Signs.
(g) When equipped with a detachable keyboard remove it from the trailer and secure in the transport vehicle, field office or at the respective shop. 
(h) Failure to comply with these security standards or any subsequent PVMS tampering incidents will be cause for penalty under TC-4.02.
(i) Construction and District Inspectors will ensure contractor compliance.
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